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Internal Audit and its Role in Cyber Risk Management
A Field Study on Commercial Banks Operating in Tripoli-Libya
Dr. Khaled Bashir Mohammed A. Ikram Ahmed Jdei
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Sabratha University, Faculty of Economics, Sorman- Libya

Abstract:

This study aimed to identify the role of internal auditing in cyber
security risk management, by identifying the concept of risk
management. To achieve these objectives, the descriptive analytical
approach was followed through reviewing books, journals, scientific
theses, and available information on the internet in a way that serves
the purposes of the study. The descriptive analytical approach was
also used to analyze data and extract results using the SPSS statistical
analysis program. The researchers also used a questionnaire to collect
the data necessary to conduct this study, where (35) questionnaires
were distributed to the study sample represented by employees in
charge of computerized customs procedures in the customs centers
under study, which were identified and a random sample was used. A
total of (31) questionnaires were retrieved, representing a rate of 90%,
and after review, it was found that they were suitable for statistical
processing. The study then reached a set of results, the most important
of which are: that the internal auditor performs the role assigned to
him in enhancing the performance of risk management in commercial
banks, and there is an extent to the availability of professional
competence and sufficient training for internal auditors necessary to
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enhance cyber security risk management. The study concluded with a
set of recommendations, the most important of which are: providing
more specialized and continuous training programs for internal
auditors to provide them with the necessary knowledge and skills to
understand and assess complex cyber risks, and ensuring the
independence of the internal audit department and granting it
sufficient authority to access all information and employees necessary
to conduct an effective assessment of cyber risks.

Keywords: Role of Internal Auditing, Risk Management, Commercial
Banks."
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